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Introduction

General Data Protection Regulation (GDPR) became enforceable on May 25,
2018. CareFree Management Ltd has made changes to meet all the necessary
requirements and we are here to help you meet them too.

This guide will inform you of the capabilities our system has in terms of storing
personal data; It will cover your staff, your clients, finance and user security. In
the main, the guide will focus on personal data. This is information that relates
to a natural person or data subject which allows them to be identified directly
or indirectly. For example, a name, ID number, IP address or health information.

The guide will intend to help you minimise the risk of a personal data breach. A
breach can happen to any company that’s transmitted, stored or otherwise
processed data. A personal data breach can be defined as a breach of security
which leads to:

1. Access of personal data

2. Unlawful destruction of personal data

3. Loss of personal data

4. Change of personal data

5. Unauthorised disclosure of personal data.

Recommend ended retentions periods can be guided by the following link to
the ICO governing body. The ICO has provided a number of resources relating
to legalities for the health and social care sector. You may decide to enforce
different retention periods based on your own company policies.

The link to the website is as follows:

https://ico.org.uk/for-organisations/in-your-sector/health/

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-
general-data-protection-regulation-gdpr/

We hope you find this guide a useful resource however if you have any further
guestions, please get in touch.



https://ico.org.uk/for-organisations/in-your-sector/health/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/

Personal Information in CareFree

Personal information is held in numerous screens within CareFree. The next
sections of this guide will explain where to hold information for a candidate in
recruitment, an employee, a client, a customer/contract, client/customer
invoices and wages.

A consent form is recommended to gain permission for the company to store
personal information which will inform why it is needed and who has access.

GDPR states that the individual has the right to be forgotten as well as
updated. The following sections will demonstrate functionality within CareFree
and how this can be achieved. In terms of how long to retain each part of
information, you should refer to the ICO website links on page 4 for guidance.

Recruitment

CareFree has the ability to hold information about a candidate in recruitment.
The next sections are recommendations of what we would expect a company
to hold for recruitment purposes. This information in held in the Carer screen.

General Tab

The general tab will store most general information about the candidate.

Nates Contactsl Hohdaysl Pa_wolll Dutcomesl Sent hoxl F‘\annell H\stolyl Eonl\nuilyl
General | Other delai\sl Duahl\cal\onsl Wagesl Securityl Branchasl Logl Altachmenlsl Extrasl
1 R e — Tite s - - —— 6
Forename |Sa||y Sex IFama\a vi‘—
Initiaks: I 43 RefNo I
2 Addess [ o 4] Home tel 1 [mes -
—_ | <\
> Hemstel2 [ N >
Mabile Im P ——7 7
- Calkin no I
3 Postcode Autorlagout |1 1
T T——poooe [EovaEs] Ao [Bew
Call Monitar twpe [PIN |
MNIM I
/' ° eziTracker [
4 RR tag | FRoadRunner [+ |
CallConfim 00023 |0
/' Emall |sal|y@tesl\ng.com

The candidate’s full name is stored is the Surname and Forename fields
The Address and Postcode is stored here

The Date of Birth is stored here

The National Insurance Number is stored here (if required)

The Email Address is stored here

The Gender is stored here

Contact Numbers are stored in these fields
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Attachments Tab

The attachments tab can be used to store any documentation for a candidate.

All application forms and interview notes are can be stored here for
unsuccessful candidates in this tab.

In terms of how long to retain each part of information, you should refer to the
ICO website links on page 4 for guidance but the following information
demonstrates how to edit the information.

1. Inthe Carer screen, go to the Attachments tab

2. Click Edit
View
3. Right-click in the blank area on the attachments Deete
screen and click New Add folder

4. Use the file explorer to find the document to attach

a. If CareFree is hosted use the Network section to search for the
company shared drive or local PC | 4 € Network

5. Once the document has been attached
CareFree will ask for an attachment name

6. Click OK to save the attachments into the record

If an attachment is added from a shared drive this will allow other users access to the
attachments. Please ensure that the other users trying to access the attachments have

the shared drive mapped on their computer.




Removing Unsuccessful Candidates

Once the retention period has been reached, it is important to remove any

personal information for any candidates who are unsuccessful with their
application.

1. Open the Carer screen
2. Go to the candidate that requires deletion

3. Press Delete at the bottom of the screen

Delete

4. To confirm deletion, press Yes

The candidate will no longer be shown in any of the active, inactive, on hold or
all lists.

All information entered in the general tab and the attachments tab will be
removed from the CareFree system.

If the attachments were added from a shared drive the documents will need removing
the shared drive as well




Employees and Client Information

Employee and Client personal information can also be stored in the Carer or
Client screen. There are several areas where information can be stored within

CareFree.

Client Screen

The Client screen can hold various information about a client receiving care.

A consent form is recommended to gain permission from the client for the
company to store their personal information.

To go to the Client screen, click Clients at the top of the CareFree main screen.

General Tab

Sumname
I —

Faorename

Initialz
Type
Site
Address
2 >
3 Fosteode
T ————{praos

Key Safe
Entry

method

| L1
|Fatima |47

l— 55 Ref l—
I Drarniciliary Care ;I

I [Mone]

&

[02/06/1984 ~ |

Age |54 years

Needs&skillsl Warningsl H\SIUryI Budgell Dulcumesl Sent buxl Cuntinuilyl Persunalisaliunl
Genela\l Other detailsl Contraclsl Invo\casl Cnntactsl Logl Attachmenlsl Extrasl Notasl Agreementsl

Title M -
se o %] |
Ref Mo l—
Also known as Iﬁy
Hore tel 1 I—
Home tel 2 |—<‘
Hore tel 3 I—
Location Code I—
Age Category W
Call monitor problems? [Mare) =
|| Call Maritor type FIN _
eziTracker L
RoadRunner 5
CallCanfirmn 00021 L]

The name of the client is stored is the Surname and Forename fields

The Address and Postcode are stored here

The Date of Birth is stored here

The Gender is stored here

Also Known As can be used to store a nickname for the client

o U B W NP

Contact Numbers are stored in these fields




Carer Screen

The Carer screen can hold various information about themselves and their
employment.

A consent form is recommended to gain permission from the carer for the
company to store their personal information.

General Tab

The general tab will store most general information about the carer.

Motes \ Contacts I Halidays I F‘a_wolll Outcomes I Sent box I Planner | Histary I Continity I

General | Other dela\lsl Qualificationsl W’agesl Securityl Branches' LDg| Atlachmentsl Extras'

1 \*Sumame I I Title Mis - L — 6
Forename [Saly Sex IFEmaIe E‘
Iniitials I |43 Ref Mo I
Address - Home tel 1 |D1 924 \
2 Home tel 2 I— B
Le Mobile ID? z/ ]
- Calkin no I
Postende E Autologout |14

33— |
008 [ieisEs -] Age [53geas

NI Ma. I — Call Monitor twpe | PIN
4 ezilracker
Fifi tag I | RoadRunner
. CalConfirm 00023
5 Email Isal\y@testmg com

||

The Carers full name is stored is the Surname and Forename fields
The Address and Postcode is stored here

The Date of Birth is stored here

The National Insurance Number is stored here (if required)

The Email Address is stored here

The Gender is stored here

Contact Numbers are stored in these fields




Attachments Tab

As well as the documentation for candidates in the recruitment stage we
would also expect a company to hold additional documentation for employees:

Pension Scheme Investment Policies

Personnel Files and Training Records (including disciplinary records and working time
records)

Redundancy Details, Calculations of Payments, Refunds, Notification to The Secretary
of State

Senior Executives' Records (that is, those on a senior management team or their
equivalents)

Time Cards

Trade Union Agreements

Records Relating to Children and Young Adults

Retirement Benefits Schemes — Records of Notifiable Events, For Example, Relating to
Incapacity

Working Time Records

Statutory Maternity Pay Records, Calculations, Certificates (Mat B1s) or Other
Medical Evidence

National Minimum Wage Records

In terms of how long to retain each part of information, you should refer to the
ICO website links on page 4 for guidance but the following information
demonstrates how to edit the information.

1.

2
3.
4

In the Carer / Client screen, go to the Attachments tab

. Click Edit

Right-click in the blank area on the attachments screen and click New

. Use the file explorer to find the document to attach

If CareFree is hosted use the Network section to search for the company
shared drive or local PC

. Once the document has been attached CareFree will ask for an

attachment name

Click OK to save the attachments into the record

If an attachment is added from a shared drive this will allow other users access to the
attachments. Please ensure that the other users trying to access the attachments have

the shared drive mapped on their computer.
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Logs Tab

Contact logs can be used as an audit trail for conversations/incidents. It is
important to record any important conversations or incidents between a
member of staff, a customer, a client etc. In terms of how long to retain each
part of information, you should refer to the ICO website links on page 4 for
guidance but the following information demonstrates how to edit the
information.

1. Open the Carer / Client screen and click Edit

2. Right-click the blank area in the Log screen and click New

i Contact log record |L‘£- 3
Date  [130ezmsnia: | [
1 \‘ Owner  [CarForename_11_78A0 CarSuiname_11_082F 4
P Caler | 13/08/2018 > | Status |Open -]4-
/"Typﬁ [(Nane) Administrators only [
2 Category I[None] Show on portal: -
Linked to another Clignts =
I[None] _I‘_
Linked to anather Carer I[Nnr\a] j‘ T 5
For a specific user name |[A|| Lisers] j
Details
|
Ly
6 Dutcome
>
Lessons Leamed
i 7
Altachments /
Description Folder or location

I Create a new workflow using [ane)

5]
Resolved [, 7 -] Dueon [Cr v ] G Ereal |

Fill in the Caller of the log

Select the correct log Type and Category from the drop-down lists — this will help find the log in
future searches

An Alternative Date can be specified if a message is taken when a user does not have access to
Carefree

Choose the Status of the log i.e. open or closed

Selecting a Client and/or Carer name in these drop-down boxes will show the log in their records

Use these fields to enter Details, an Outcome and Lessons Learned

Attachments can be added to the log here. Click the paper icon to add an attachment to the log

Click Save to save the log to CareFree

11




Away Periods / Planner

Away periods are entered on the CareFree rota. They can then be viewed on a
yearly planner in the Planner tab in Carer’s record. This is a good tool to
support absence monitoring, annual leave and parental leave requests. In
terms of how long to retain each part of information, you should refer to the
ICO website links on page 4 for guidance but the following information
demonstrates how to edit the information.

1. Open the Rota and the Carer or Client rota view

2. Open the Away Periods tab at the bottom of the rota

3. Click the +] button at the top-right of the screen

2
1 Fromdate  [o5/9/2ms ~|[onon Al
To date [25/032m8 12353 Noend |
Emtitlement |28— days 3
Taken already ID—
Taken now |2—
Reazon I Huoliday LI
[ Onhold 4

Save I LCancel

1 Select the date range of the away period using the From Date and To Date options

2 Select the Start Time and End Time that the Carer / Client is away

3 If the away period is annual leave, enter how many days annual leave they are using in the Taken
Now field

4 Use the Reason drop-down box to enter why they are away

12




Wages / Invoices Tab

When finalising wages for employee’s the individual wage sheets are stored in
the wages tab in the Carer’s screen. It is important for a company to keep
information such as:

e Wage/salary records (also overtime, bonuses, expenses)

e Income tax and NI returns, income tax records and correspondence with
HMRC

Depending on how the company uses CareFree, some of the above may be
stored in the Attachments tab of the Carer’s record.

You should refer to the ICO website links on page 4 for guidance but the
following information demonstrates how to edit the information.

Invoices and Wage Sheets are stored in CareFree when they are finalised. Once
finalised the invoice/wage sheet is stored in numerous screens. It is important
to understand where the invoices/wage sheets are stored and how to remove
them from CareFree after the recommended retention period has been

reached.

13




Invoices

Invoices are stored in the Invoices tab. Depending on who is paying for the

invoice it will appear in:
e C(lient records
e Contracts

e Customers

Tools|Tim5hee‘ts Personnel Reports  Letters  Window Help

Options and settings

All Invoices will appear in the
Browse Invoices screen:

Reports setup
Mandatory fields

Change your own password...

Change the branch

1. Goto Tools

Maintain users
Pay and charge rules
Holiday calculator

2. Go to Invoices and

=

Verify

ltems In box Rules

'E:E@E‘

Ctrl+B

3
Ctrl+G
Ctrl+H

| Invoices and wages

4 | Browse invoices Ctrl+1

Wages

3. Click Browse Invoices

4. Use the date ranges at the top of the
screen to find the correct invoice

Wage Sheets

From {08/05/2017 =] o |04/06/2017 x|

Wages are stored in the Wages tab in the Carer’s record. However, all wages

will appear in the Browse

Tools | Timesheets Personnel Reports  Letters Window Help I
Wage Sheets screen: Options and settings . : v
.'/’
P Reports setu!'_l Iﬁ I% Rﬁ ‘ Ve?y
1. Go to Tools Mendatory felds

Change your own passwerd...

3 Browse invoices Ctrl+I

. Change the branch Ctrl+B
2. Go to Invoices and e ,
Wages Pay and charge rules Ctrl+G
Heliday calculator Ctrl+H
3. Click Browse Wage || ioices and weges
Care plan questions
Sheets

Browse wage sheets

4. Use the date ranges at the top of the
screen to find the correct wage sheet

14
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Contracts Tab

A contract is the agreement(s) in place for who is paying for the Client’s care.
This information is stored in the Contracts tab in the Client’s record.

The contract may be a private contract where the Client’s personal information
will be stored or it may be a social services/council contract which may cover
multiple Client’s care at the company.

CareFree has the ability to hold information about a contract. The information
listed below are all recommendations of what we would expect a company to
hold for billing purposes. This information in held in the Contracts screen.

3 4 56
i

2 K K
General | Other I Needsl Customer address | Invaices | Log | Elientsl Funding I

1 \
™ Cantract name |Leeds City Council
2 I Cuztarner ILeeds City Council ;I_lQ}
Contract lype INorth Social Services j
Reference no | |3?
Start date |1 308218 - |
Estimated end Im TS Externally visible ¥ [7

Call romitar IHoadFlunner LI Drefault status I'W'aiting 'I
Pay on actuals IDefa"l Charge IDEfa|vI Split funding IN.:.ne vl

Alert times - Low |9|:| P edivim |3|j High |-|5 Default contract [

The Contract Name is stored here, if this is a private contract it would usually be the name of the
client/customer
The Customer is stored here (person paying the bill)

The Customer Address is stored in this tab — contact numbers and email are also stored in this tab
Finalised Invoices for the contract are stored in this tab
Logs for the contract are stored here

The Clients that use this contract are stored here

15




Customers

A customer must be linked to a contract, whether this contract be private,
social services, direct payments etc. Sometimes the customer will be an
individual and sometimes an organisation. In the contracts screen, click the
magnifying glass next to the customer field.

3 4 5 6 7

. K oo KL K ¥
Customer detaﬂSl Address detallal E:-:trasl Nute&l Imﬂ:m:esl Lu:ugsl Euntractsl

\\; Customer name |Leeds City Council |36

2 or Surname/Forename I | I[Nune] LI

> Contact hame |
Reference nurmber | Irvaice prefis Ir
MNominal code | Start invoices from |53—
Comparny filker I[N one) LI
VAT rate Im Currency IGBF‘ ¢ |
Imwoice frequency Im Payrnent method I[Nl:une] ;I
Status Im eernal invoices =
Irvoice grauping Im Last invoice |31 MF20E

4

The Customer Name is stored here. The customer name field would be if the customer was an
organisation, for an individual fill in the Surname/Forename fields

The Contact Name is stored here — if the customer is an organisation an individual contact can be
stored here

The Customer Address is stored in this tab — contact numbers and email are also stored in this tab

Notes are stored here

Finalised Invoices for the contract are stored in this tab

Logs for the contract are stored here

The Contracts that use this customer are stored here

16




Removing an Employee/Client

Due to CareFree collating various elements of personal information in different
screens, the method for removing an employee or client should be followed in
versions V5.5 or below. This is to ensure that the rotas, invoices, calls, logs,
audit trails etc are not compromised.

Instead, it is recommended that the records are made inactive. It is still
important to ensure all relevant personal information is held for the
recommended retention period and all irrelevant personal information is
removed.

1. Open the Carer/Client screen and open the appropriate record
2. Open the Other Details tab
3. Click Edit

4. Change the Estimated End Date to the date the Carer is leaving the
company or the date the Client is no longer receiving care

Meeds & SkiIISI 'W'amingsl Histol_l,ll Budgetl Outcomes | Sent IJD:-:I I:Dntinuit_l,ll Petsonalisatianl

General  Other detaihl Cantractsl Invaicesl Cantactsl Ll:ngl .&ttachmentsl E:-:tlasl Nutesl Agleementsl

Company IEare 1 B ~|  Statdate |D1 Az2me -]
Branch IBeestDn j Estimated end date |31 M2/2099 vl

RoadRunner Tag | _I Feason I[Nu:une] LI

5. Click OK to make the record inactive

17




De-activating a Customer

1. Inthe Contracts screen, go to the appropriate contract

2. Click the magnifying glass next the Customer field

General | I:Itherl Needsl Cuztorner address Invu:uiu:esl Lu:ugl Elientsl Fundingl

Corntract name ILanE, Seth

Custamer ILanE, Seth LI q:}l
Contract type I Private ;I
3. Click Edit Status Active ]

4. Change the Status drop-down box to Invoice grouping MM”E
Inactive O hold

Click OK for the customer to be moved into the inactive tab. Before doing so,
we recommend that additional information is changed/removed from the
customer while making them inactive:

e Customer Name or Surname/Forename
e Address and Postcode

e Email

e Contact Numbers

e Invoices —see page 21 on how to unfinalise invoices

As the Customer name/surname field is mandatory for a customer it is recommended that a

reference number is stored in this field i.e. CareFree database reference number

18




De-activating a Contract

1. Inthe Contracts screen, go to the appropriate contract

Click OK for the contract to be moved into the inactive tab. Before doing so, we
recommend that the Contract Name is removed from the contract while

2. Click Edit

3. Change the Estimated End Date to the date the contract is finishing

Cantract nane
Cuztamer

Contract type

Reference no
Start date
Estimated end

Call monitor

Pay on actuals

Alert times - Low

Genera|| Dtherl Needsl Customer address Invoicesl Logl Clientsl Fundingl

ILane, Seth

ILane, Seth

BN

I Frivate

=

|25H03H2D1 0 vl

MoT W

|3

T

June 2019

F

Extemally wisible 7 v

| b [ Defaul status IEDmpIeled ,I

5

27 2 8
3 4 5
1011 12
17 (I8 19
24 5 %
1 2 3

a0
[
13
20
27
4

Al
7
14
21
28
5

) Today: 18/6/2019

3
16
23
30

7

Split funding INone ,I

bh |15 Default contract [~

making them inactive.

As the Customer name/surname field is mandatory for a customer it is recommended that a

reference number is stored in this field i.e. CareFree database reference humber

19




Other Areas to Consider

After the recommended retention period(s) companies should remove all
information from CareFree from numerous tabs in a record. The areas you may
need to review are as follows:

General Tab

Once the retention period is met, remove all personal information from the
following fields:

e Surname and Forename

e Address and Postcode

e National Insurance Number
e Email

e Gender

e Contact Numbers

e Also Known As

20




Unfinalising Invoices/Wage Sheets

Invoices and Wage Sheets can be unfinalised either from the Clients/Carers
Invoices/Wages tab or through the Browse Invoices/Browse Wage Sheets

screen.

. Tick the Invoices/Wage Sheets

that require unfinalising
Right-click
Click Unfinalise

Click Yes to confirm the action

Motes Contactsl Holida}ml F'a_l.JrnIII Dutcnmesl Sent I:uo:-:l R

General Dtherdetailsl Qualifications  ‘Wages Sec:urityl Brang

From Date
=Hw] May 2017

To date

Clv] 221052017

=[] Apr 2017

Unfinalise

Change number

Tick all iterns
Untick all iterns

Expand all

Security Tab (for Carers)

Remove all personal information past recommended retention including:

oW N

DBS disclosure numbers along with any notes

ISA information along with any notes

Workflows along with any notes

Open the Carer screen

Motes Eontactsl Holidaysl Payrolll Dutcomesl Sent boxl F'Iannerl Historyl Eontinuityl
General| Other detailsl Qualificationsl Wages Security | Branchesl Logl Attachmentsl Extrasl

. DBS Incident relating to 2014 @,
Go to the Security Tab Subrited I, éll
Paid A
. . Issued 18/06/2M3 ;I ‘whorkflow Stage Completed
Click Ed It Rejected A — p_|Accidents Fraced | Get as mary det| 28/03/2019
Renewed A Accidents Proced | Call ambulance il
Risk Azsezsment A Accidents Proced | Create a contact
Disclosure Mo 15181561564
Delete all personal S o
. . 154
information Applied 18/06/2019
lzsued s
. Adult First applied  __ /4 /4
Click OK Adub Firstissued  _/_/
Email
Secure emailz Mo
Password
Set new pazsword _I
IS 5 genius Inviu Fiotas | hd | MHew Delete LCancel

21




Log Tab

All logs relating to the Carer/Client may need reviewing. Some logs may need
to be kept until a recommended retention period, please see the link on page 4
for guidance.

1. Go the Carer/Client/Customer/Contract screen then go to the Log tab

2. Right-click the log and click Delete to delete the log from CareFree

Created on Y Your date
=] sep 2018

Type

Category User Ref Calle

LD 05/09/2018 05/05/2018
11:27F 11:27.00

Lateness

#[ ] Aug 2018

F[ ] Jul 2018

Mew

View or edit

Delete

Attachments Tab

Any attachments relating to the Carer can be reviewed for deletion.

1.

2
3.
4

In the Carer screen, go to the Attachments tab

. Click Edit

Right-click the attachment that requires deletion

. Click OK

22




Extras

In this tab, remove all personal information from these fields.

1.
2.

Open the Carer screen

Notes, Contactsl Holidaysl F‘ayrolll Outcames | Sent boxl Planner | History | Continuwtyl
GO to the Extras Ta b General | Other delailsl Quahficatiunsl W'agesl Securityl Branchesl LUQI Altachments Extlasl
Y ~
H H Uritarm Size 10
CI I C k Ed It Diiving Licence Mumber 15421458165
Driving Insurance Palicy Mumber 84532311569
Extra field 4
Delete all personal Euta feld 5
Extra field 6
H H Extra field 7
information i
Extra field 3
. Extra field 10
Cllck OK Extra field 11
Extra field 12
Extrafield 13
Extra field 14
Extra field 15
Extra field 16
Extra field 17
Fatra field 18 bl
A5 5 genius I Fiotas |V| HMew oK Delete Lancel

Planner (for Carers)

The planner screen will display selected away periods for a Carer. Some away
periods may need to be kept until a recommended retention period for
example parental leave. Please see the links on page 4 for more information.

At the end of the retention period it is important to remove the necessary
away periods from CareFree.

1.
2.
3.

Go to the Rota
Ensure the Carer’s rota is displayed

Go to the Away Periods tab at the bottom of
the rota

Rotas | Away periods || Soreements |

Use the month selection to the left to quickly search through previous
years of away periods, select the away period that required deletion

Once the correct away period is selected, click the X button

Click Yes to confirm deletion of the away periods
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Payroll (for Carers)

You should remove any bank details that may be stored in this tab.

Generall Other details Quahflcatlnnsl Wages Secunt_ul Branchesl Lngl Attachmentsl Extrasl
1 Ope n the Ca rer screen Notesl Contacts I Holidays :_Payrall | Outcomes | Sent box I F'Iannerl Historyl Continuity |
Role (pay) I Care “Worker ;I Frequency I [Mone) ;I
2. Go to the Payroll Tab Pt [jors S T —
Status IAgenc:y j Recruitment I[None] j
. . Full time Meither j Payperiod  fitjone) j
3. Click Edit . - I _
Entry into LIE. m Induction date & status |25;03;2mg =] INot applicable d
Start in sector IE Carer Certificate |7;7l,.’7 ~] IND ;I
4. Delete all banking Ansngerments | | syt [aa <] Rate om0
. . Bank detail
information from the [T ——— VT g
Carer
. . 1
Bank Details section St code
|123458
. Account no
5 . Cl IC k O K I |1 2MBETE Contract of Emplopment 25/03/2049
Disclozure Risk Assessment v
1455 genius | iy | Fotaz |V| MHew oK Delete Cancel

The contact will need deleting from the contacts screen also, unless the
contact is recorded on another Carer record i.e. a doctor.

6.

Fal S

Open the Carer screen
Go to the appropriate Carer
Go to the Contacts tab

Click Edit

Right-click the contact and press Delete

Click OK to save

If the contact needs removing from the contacts screen:

1.
2.
3.

Go to View

Click Contacts

Using the drop-down box at the top left-hand side of the screen go to

Click Yes to confirm deletion
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User Security

It is important that all users that need to access CareFree have their own user
account. The CareFree audit trail will keep track of all user actions therefore
making the audit trail a reliable tool when investigating if all staff are logging in
with their own user account.

User Roles

Administrators are able to personalise what access each user has and which
branch they work with. This will limit what data can be seen by each user. User
roles are created/amended via the Items screen choosing the functionality
each user role has access to.

1. Go to the Items screen Fﬁﬂ

Items

2. Go to User Roles

3. Click New to create a new user role or to amend an existing user role,
select the user role and click Edit

o] v
B
=]
~
i v iew audi trai

~| ¥ Yiew
[~ Add
Branch ™ Edit
I~ Delst
[ View
r [¥ Add
I~ Edit
™ Delet
[V view
Dlise I~ add
I~ Edit
I~ Delet
¥ Wiew
I Add
Contact Logs I Edit

[ Delst v

Find Hew | o | peee | gemee |

4. A list of system areas will be displayed. The tick boxes within these areas
will allow permission where ticked and deny when unticked e.g. under
the Carers area if the Add tick box is ticked the user will be able to add
new carers to CareFree. If the Delete tick box is unticked the delete
button will be greyed out

Once the roles and role restrictions/access criteria have been set users can be
created and assign to the appropriate user role.
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Financial Information User Access
It is common for system administrators and managers to want to restrict

access to financially sensitive information. This is easily achieved by denying

access to certain functional areas for specific user roles.

Wl Sites =] Yserral
il Special nesds ame _
86l Task types ICo-Drdlnalor |3
¥l Time z0nes . “:‘
i8] Titles: [ Wiew ~
i€l Trarsport types =] Pay and Charge Fules Fégﬁ
! -L!S?[ [-DIES ;I [ Delete
Adminiztrator Pay Rules ™ Maintain rules
Charge Rules [ Maintain rules
5 , [ Preview
To restrict access to the wages \nvaices FEI:I‘:;::IE
or invoices sections ensure I Make payrments
[ Preview
that there are no ticks in the Wage Shees F P
. [ Holiday pay
access rights for the areas of N e
[ Add
. | -
Invoices & Wage Sheets tome [ Ed
[ Delete v
Hew | oK I Delete Cancel
Wl Sites =] Yserral
il Special nesds ame _
86l Task types ICo-Drdlnalor |3
¥l Time z0nes “:‘
i8] Titles: [ Export data ~
il Trarspart tupes 1 Drata Export F Iéap?p béackup
it [Uiser roles B mail and messages
e [ Wiew
Asdministratar P | r Add .
e [ Edi It may be handy to also restrict
Read Only I Delete
- e access to pay and charge rules as
Pay and Charge Rules I~ Edt . . .
[ Dekte this will display hourly pay rates
Fay Rules [~ Maintain rules
Charge Rules [~ Maintain les
T Fieview
Ireeices C Eiilgll\ﬂ:le
™ Make papments
[ Preview v
Find | = | ot || e Eares]
1Kl Sites :I - User rok
K8l Special needs Mame |2
1Kl Task types
il Time zones - — ||:|
il Titles [ Wiew verification A
Itfl Transport types J | Call Manitar F E:m?'r::xfscaus
! Uset roles ;I [~ Change verified times
[~ Wiew
Stalf F o
To restrict users being able [ Delts
[ View
to access finance information I~ Pint
) F Expenses
such as bank details ensure Finance s
. . . [ Call Expenses
the tick boxes in the finance [~ Contract finance
. . Wiew & print rotas
section are unticked Rotas and Plarming F‘éﬁjﬂ”;"“;ﬁﬂs
| Delete cals hd
Hew | Ok I Delete LCancel
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Adding Users

1- GO to the TOOIS menu at the Tools  Timesheets Personnel Reports  Letters Window Help
= Options and settings »
top of the screen = peportssetup > i @
E Mandatory felds arch ltems In box
2. Go to Maintain Users % T
Change the branch Ctrl+B ator
. Maintain users » Users
3. Click Users
= Pay and charge rules Ctrl+G
Haliday calculator Ctrl+H
4. When the user screen ~
appears, click New to create a new user
z User Mame IStacey |
Claire
Edel Rale IAdministratDr LI
Iéfgcd;jy SMS Company IStartup ;I
Tl Branches Alerts Notifications
=[] startup | O
Beeston Branch O O
Hunslet Branch [ 1
Mariner Court D D
Worley Branch ] |
Omagh Branch O O
Rothwell Branch O O
||:|| Paszzwords.. | Hew | 0K | Dielete | LCancel |
5. Type in the name of the required new user in the User Name field

Select an appropriate role for the new user
Select the companies and branches this new user will have access to

Select whether the new user will need to receive alerts and/or

notifications for certain companies and branches

Click OK and to save the new user
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Logging in as a Different User

It is essential that you are always logged into CareFree with your own user

account.

A quick way to see who is logged into CareFree is by looking to the bottom left
hand part of the screen which will show the name of the user who is logged in
and what their user role is.

Y CareFree — O =
File View Tools Timesheets Personnel Reports Letters Window Help

@y L] L] R - ] = m
oA A& Y S £ | 3 g
Rotas  Planners  Clients Carers Staff  Contracts | Search ltermns In box Rules Verify QA Reports  Letters Exit

& Feports menu and finalize wages | 7 Create and finalize invoices |

Lyndzay [Administrator, 3] |—L|nalloc:ated | Mo new meszages |N0 new notifications | Mo Q& Warnings | | Support: +44 845 862 0405 | Ca Y

If the user who is logged in is not your user account you must switch users.

. f CareFree
1. Go to the File menu at the top of the Vew Toos Trmeshects Pessonnel Repo
screen | loginesadffeentuser.
Lock your screen... Ctrl+K
. . . Import data...
2. Click Log in as a different user... et

Backup data for on-call laptop
Exit

3. Enter in your own User name along

CareFree Login
with your Password
Uzer name
4. Click OK 5
Pazzword |
ok Cancel | Settings »
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Password Security

It is important to ensure all users keep their password secure and ensure all
users have a password that only they know. The CareFree audit trail will keep
track of all user actions therefore making the audit trail a reliable tool when
investigating if all passwords are kept secure.

Resetting and Changing Passwords

By default, the password for a new user is set up as being the same as their

user name.

This can be altered using the passwords screen. To access this screen:

1.

Go to the Tools menu at the
top of the screen

Go to Maintain Users

Click Passwords

Tools

|

Timesheets Personnel Reports  Letters  Window Help

Options and settings

Reports setup

Mandatory fields

Change your own password...
Change the branch Ctrl+B

Maintain users

Ctrl+G
Ctrl+H

Pay and charge rules

Heoliday calculator

»

»

.y

arch

it

Items

=)

In box

=
—

Users
Passwords

4. The passwords screen will then appear

User name

I:‘ Claire
] Edel

I:‘ Stacey

] ™

I:‘ CareFree

Lyndsay

Role

Administrator
Administrator
Administrator
Administrator
Administrator
Administrator

Mew password IF‘assword‘I 23

il

Beset |

Change

Close

5. Select the user whose password you wish to change

6.

7.

Type new password in the New Password field

Click Change to change the user’s password

By clicking Reset this will change the user’s password to the default

setting (their username)
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Changing Your Own Password

Users have the ability to change their own password if required to do so.
If CareFree does not ask for passwords to be changed on a regular basis our
recommended is for users to change their own password every 30 days or

when they feel it is necessary to do so. This ensures that staff are accessing
CareFree under their own user account and not logging in as somebody else.

Tools | Timesheets Personnel Reports Letters

1. GO to TOOIS Options and settings
Reports setup
2. Click Change your own password... Mandatory fields

Change your own password...

3. Users must enter their Old Password to begin with

0Id paszword ||

MHew pazsword |

Confirm new pazsword |

Change LCancel

4. Users must then enter a New Password and confirm the new password

5. Click Change once completed
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Password Security — Shared Options

A setting for all users can be set within the shared options of CareFree to
ensure passwords are reset after a certain amount of days and a minimum
amount of characters are used on every password.

Our recommendations for these settings are below.

1. Gotothe Tools menu at
the top of the screen

2. Go to Options and Settings

3. Click Shared Options

left of the screen

Tools | Timesheets Personnel Reports  Letters  Window Help

Options and settings 3 Personal options Ctrl+0

Reports setup
Mandatory fields

Shared options
NMDS Support worker setup

When the shared options screen appears, click Security listed down the

=
Passwords —» [ Allow re-uze of passwords
» ¥ Force change of passwords when reset . 3
Minimum characters for passwords g
[Dayz before pazzwords expire 30 ‘\s 4
Audit il ¥ Record user actions
[¥ Record changes to calls
Upagrades WCFRE-DEWACareFreetSetup

access CareFree

‘Allow re-use of password’ will determine whether users can use a previously used password to

Our recommendation is that this option is switched OFF

been reset

‘Force change of passwords when reset’ will force the user to change their password when it has

Our recommendation is that this option is switched ON

a password

‘Minimum character for passwords’ will determine the number of characters that must be used for

Our recommendation is that this option is set to 8

be changed

‘Days before passwords expire’ will determine the number of days before a password will need to

Our recommendation is that this option is set to 30
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Glossary

Additional Training Guides

Day 1 Training Guide — This guide will explain the basics of CareFree and is
recommended to be read by users who are new to CareFree.

Day 2 Training Guide — This guide will explain the advanced features of
CareFree. It is based on the user having basic knowledge of CareFree.

Day 3 Training Guide — This guide will explain how to set up the financials in
CareFree. The guide ranges from setting up charge rates for clients and pay
rates for Carers. The guide will also explain how to run invoices and wages. It is
based on the user having basic knowledge of CareFree.

CareFree Knowledge Base — The knowledge base, also known as the DokuWiki,
is updated regularly by the CareFree training team and is useful to refer to as
quick training guide
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http://knowledge.homecaresoftware.co.uk/lib/exe/fetch.php?media=wiki:training_booklet_-_carefree_v5.5_day_1_training_v2.pdf
http://knowledge.homecaresoftware.co.uk/lib/exe/fetch.php?media=wiki:training_booklet_-_carefree_v5.5_day_2_training_v1.pdf
http://knowledge.homecaresoftware.co.uk/lib/exe/fetch.php?media=wiki:training_booklet_-_carefree_v5.5_day_3_training_v1.pdf
http://knowledge.homecaresoftware.co.uk/doku.php?id=start

